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What They Needed
After a significant data breach, a corporation engaged a law firm to efficiently 
identify all affected data and individuals. More specifically, they needed a 
defensible and efficient method to detect personal identifiable information 
(PII) and protected health information (PHI) within the more than 3 million 
impacted documents, as well as identify the individuals associated with that 
sensitive data.  

How We Did It
The law firm engaged Lighthouse to create a customized workflow that would 
increase their efficiency in this process. 

The Lighthouse team first put the data through initial processing and 
global deduplication. The documents were then loaded into an Early Case 
Assessment (ECA) culling workspace as part of a search iteration process 
to identify documents containing potential PII/PHI information. This search 
encompassed both standard search terms as well as regular expressions and 
sampling in order to cull the universe of documents to only the most relevant. 
Using Relativity, Lighthouse applied email threading and near-duplicate 
analysis to further reduce the data to only the most inclusive email threads. 

Lighthouse then applied its proprietary ReviewSmart application across 
the threaded universe to further limit the review set to only unique MD5 
hash documents. Next, a portion of the documents that were very likely to 
contain PII/PHI were sent through PII/PHI classifiers to analyze for PII/PHI. The 
returned documents were then batched for the client’s review.  

A global law firm significantly reduced the time to identify 
individuals and data impacted by a breach with a customized 

Lighthouse data breach workflow. 
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About Lighthouse
For 25 years, Lighthouse has provided innovative software and services to manage the increasingly complex landscape of enterprise 

data for compliance and legal teams. Lighthouse leads by developing proprietary technology that integrates with industry-leading third-
party software, automating workflows, and creating an easy-to-use, end-to-end platform. Lighthouse also delivers unique proprietary 
applications and advisory services that are highly valuable for large, complex matters, and a new SaaS platform designed for in-house 
teams. Whether reacting to incidents like litigation or governmental investigations, or designing programs to proactively minimize the 

potential for future incidents, Lighthouse partners with multinational industry leaders, top global law firms, and the world’s leading 
software provider as a channel partner. 
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The Results
The initial processing and deduplication, coupled with the ECA, email threading, and near-duplicate analysis, 
was able reduce more than 3 million documents down to 2.6 million documents. ReviewSmart was able to further 
reduce the document volume by 100,000 documents. Finally, the PII/PHI classifiers left the team with just 400,000 
documents for review. 

The customized data breach workflow created by Lighthouse defensibly and efficiently culled 2.6 million irrelevant 
documents from the review process, representing 87% of the original document volume. This enabled the law firm to 
deliver a list of all affected individuals and sensitive data weeks before they could have if they had used a traditional 
review workflow.


