
 

Wasabi Privacy Policy  
 
Wasabi Technologies Privacy Notice 
Last Update: October 30, 2023 
 
We have withdrawn from the EU-U.S. Privacy Shield Framework and Swiss-U.S. Privacy 
Shield Framework as set forth by the U.S. Department of Commerce regarding the 
collection, use, and retention of personal information transferred from the European 
Union and Switzerland to the United States, and instead now describe our transfer of 
personal information from the EEA and the UK through the use of the EU and UK Standard 
Contractual Clauses or an adequacy decision from the European Commission.  However, 
we may choose to re-certify under any new Framework that may be instituted in the 
future. 

 
This Privacy Policy (the “Policy”) describes how Wasabi Holding Company, Inc. and its 
subsidiaries, including Wasabi Technologies LLC (for more details, see “Contact 
Information” below) (“Wasabi,” “we,” “our” or “us”) collect, use, and share information in 
connection with your use of our websites (the “Sites”), as well as any products, services, 
and/or applications available on or through the Sites (collectively, the “Services”). However, 
this Policy does not apply to information customers or users (“users”, “you,” or “your”) may 
process when using our Services. 
 
The information we collect includes “personal data,” which is any information about an 
identifiable individual, as further set forth in this Policy. Wasabi is the sole owner of the 
information collected on the Sites or through your use of the Services. We will not sell, 
share, or rent this information to others in ways different from 
what is disclosed in this Policy. 
 
Further, Wasabi respects your privacy and is committed to protecting your personal data in 
line with the General Data Protection Regulation - Regulation (EU) 2016/679 (“GDPR”). This 
Policy will inform you as to how we will look after your personal data when you interact 
with us, including visiting our Sites. It also tells you about your rights in relation to your 
personal data. 
 
We recommend that you read this Policy in full to ensure you are fully informed regarding 
our privacy practices.   If you have any questions about this Policy or Wasabi’s data 
collection, use, and disclosure practices, please contact us at privacy@wasabi.com. 
 
Information We May Collect  
We may collect and receive information about users of our Sites or Services from various 
sources, including: (i) information you provide through your user account on the Services 
(your “Account”) if you register for the Services; (ii) your use of the Sites or Services; and (iii) 
from third-party websites, services, and partners. You can use some of the features of the 
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Sites or Services without registering, thereby limiting the type of information that we 
collect. 
 
Information You Provide  

(i)  Account Registration or Contact Information. When you register for an Account, the 
information we may collect from you includes your name, mailing address, email 
address, phone number, and past purchases  (collectively, “Contact Information”). 
Wasabi also allows you to voluntarily provide us with Contact Information through our 
Sites when requesting further information, or when signing up for newsletters or 
other contact from us. 
 
(ii)   Payment Information. When you add your payment information (including any 
credit card information) to your Account, that information is directed to our third-party 
payment processor. We do not store any of your payment or credit card information on 
our systems; however, we have access to, and may retain, subscriber information 
through our third-party payment processor. 
 
(iii)  Communications. If you contact us directly, we may receive additional information 
about you such as your name, email address, phone number, the contents of the 
message and/or attachments you may send us, and any other information you may 
choose to provide. We may also receive a confirmation when you open an email from 
us. Further, if you have requested information or if you have purchased Services from 
us in the past, or you have downloaded or accessed any demonstrations or training with 
respect to Wasabi Technologies and/or the Services, we may use this information to 
provide you with news, offers for upgrades, discounts and other marketing information. 
If you do not wish to receive such marketing communications from us, you can opt-out 
or “unsubscribe” in the manner designated in the marketing communication or by 
contacting us at privacy@wasabi.com. However, please note that even if you opt-out or 
unsubscribe, we may still contact you for informational, transactional, account-related, 
or similar purposes. 
 
(iv) Forum Use. If you use a blog, bulletin board or similar means of communication on 
or through our Sites, you should be aware that any data you submit there can be read, 
collected, or used by other users of these forums. We use industry standard measures, 
including administrative, technical, and physical safeguards, to help protect personal 
data from loss, theft, misuse, and unauthorized access, disclosure, alteration, and 
destruction. However, no data transmission over the Internet can be guaranteed to be 
entirely secure. As a result, while we always use all reasonable efforts to protect your 
personal data, we cannot guarantee the security of your information and the 
submission of data is at your own risk. 
 
(v)   Surveys and Responsive Requests 
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From time to time, we may use your Contact Information to request information from 
you via surveys or similar responsive requests. Participation in these surveys or 
responsive requests is completely voluntary and you have a choice whether or not to 
disclose any information requested. Information requested may include contact 
information (such as name, email and address), and demographic information (such as 
zip code, age level, education, etc.). If you give us personal information about somebody 
else, such as a spouse or work colleague, we will assume that you have their permission 
to do so. Survey information may be used to monitor or improve the use and 
satisfaction of the Sites or the Services. 

 
 
Information Collected Through Use of the Sites or Services  

(i)    Cookies and Other Tracking Technologies. We use different kinds of cookies on our 
website in order to provide you the best online experience, which are stored by your 
browser for record-keeping purposes. In order to collect this information, a cookie may 
be set on your computer or device when you visit our Sites or use the Services. Further, 
third-party vendors (such as AdRoll and Google) may use the cookie information about 
your prior visits to the Sites in order to place targeted Wasabi advertisements on other 
sites you visit. 
 
You may choose to set your web browser to refuse cookies. A user who does not accept 
cookies from our Sites may not be able to access certain areas of the Sites. Many 
browsers have an option for disabling cookies, which may prevent your browser from 
accepting new cookies or enable selective use of cookies. Please note that, if you choose 
not to accept cookies, some features and the personalization of our Sites or Services 
may no longer work for you. You will continue to receive advertising material but it will 
not be tailored to your interests. 
 
Cookies contain a small amount of information that allows our web servers to recognize 
you. Through the use of cookie technology or otherwise, we may track and collect 
information about your computer and software when you visit the Sites or use Services. 
This information may include, but is not limited to, internet protocol (IP) addresses, 
browser type and language, internet service provider (ISP), referring/exit pages, type of 
computer, operating system, date/time stamp (as well as pages viewed and how long 
you spend on a page), clickstream data, landing page, and referring URLs, other 
information about your use of and actions on our Sites, including use of features of the 
Sites or the Services, about the functionality of our Sites or the Services, and frequency 
of visits (all of the foregoing collectively referred to as “Traffic Data”). Traffic Data is 
anonymized and does not personally identify you. We also use Traffic Data to assist us 
to design, arrange and improve our Sites. 
 
We may also use web beacons (small pieces of data that are embedded in images on the 
pages of websites) and auditing software to track page views and entry and exit points 



 

to and from our Sites. In addition, we may use web beacons, cookies, customized links 
and/or similar technologies to determine whether electronic newsletters sent by us to 
those who have requested them from us have been opened and which links are clicked. 
Any data collected will only be used in an aggregate and anonymized form. 
 
(ii)   Use of the Services. When you use our Services, we may collect information about 
your engagement with and utilization of our Services, such as processor and memory 
usage, storage capacity, navigation of our Services, and system-level metrics. We use 
this data to operate the Services, maintain and improve the performance and utilization 
of the Services, develop new features, protect the security and safety of our Services and 
our customers, and provide customer support. We also use this data to develop 
aggregate analysis and business intelligence that enable us to operate, protect, make 
informed decisions, and report on the performance of our business. 
 
(iii)  Use of Contractors. We may use contractors outside the United States to provide 
technical support for the Service, to complement the resources provided by our U.S. 
based technical support staff. All technical support staff, whether U.S. or non-U.S. based, 
may need to access customer-specific information (excluding the content of your files) 
for problem troubleshooting. 
 

Information We Receive from Third Parties  
 
(i)  Third-Party Accounts.  If you choose to link our Services to a third-party account, we will 
receive information about that account, such as your authentication token from the third-
party account, to authorize linking.  If you wish to limit the information available to us, you 
should visit the privacy settings of your third-party accounts to learn about your options. 
 
(ii)  Other Resources. We, for marketing or research purposes, may also receive contact 
details or other information about you from publicly and commercially available sources, 
which we may combine with other information we receive from or about you.  We will use 
the information we collect from third party sources in accordance with this Policy. 
 
Retention of Data  
 
We will only retain your personal data for as long as necessary to fulfil the purposes we 
collected it for, including for the purposes of satisfying any legal, accounting, or reporting 
requirements. To determine the appropriate retention period for personal data, we 
consider the amount, nature, and sensitivity of the personal data, the potential risk of harm 
from unauthorized use or disclosure of your personal data, the purposes for which we 
process your personal data and whether we can achieve those purposes through other 
means, and the applicable legal requirements. 
 



 

In some circumstances you can ask us to delete your data, see this section below for 
further information: https://wasabi.com/legal/customer-agreement/#yourrights. In some 
circumstances we may anonymize your personal data (so that it can no longer be 
associated with you) for research or statistical purposes in which case we may use this 
information indefinitely without further notice to you. 
 
 
 
Data Integrity and Security 
  
We use industry standard security measures to protect against the loss, misuse and/or 
alteration of data located on our systems. We implement appropriate measures and 
processes, such as using encryption when transmitting certain sensitive information, to 
help us keep your information secure and to maintain its quality. We regularly review our 
security and related policies to adapt the technology as new threats evolve, and in order to 
monitor our systems to help ensure the highest level of availability of our Sites and 
Services. If you have any questions about the security of our Sites or Services, you can 
contact Wasabi at privacy@wasabi.com. 
 
Access  
 
If you are a registered user of the Services, or you otherwise have an Account, you may 
access certain information associated with your Account by logging into our Services or 
emailing privacy@wasabi.com.  If you terminate your Account, any public activity on your 
Account prior to deletion may remain stored on our servers 
and may remain accessible to the public. 
 
To protect your privacy and security, we may take reasonable steps to verify your identity 
before updating or removing your information. The information you provide us may be 
archived or stored periodically by us according to backup processes conducted in the 
ordinary course of business for disaster recovery purposes. Your ability to access and 
correct your information may be temporarily limited where access and correction could: 
inhibit Wasabi’s ability to comply with a legal obligation; inhibit Wasabi’s ability to 
investigate, make or defend legal claims; result in disclosure of personal information about 
a third party; or result in breach of a contract or disclosure of trade secrets or other 
proprietary business information belonging to Wasabi or a third party. 
 
Lawful Grounds for Using and Processing Your Personal Data  
 
We will normally collect personal data from you only (i) where we need the personal data to 
perform our obligations; (ii) where the processing is in our legitimate interests and not 
overridden by your rights; or (iii) where we have your consent to do so. We use the 
information we collect in various ways, including to: 
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• Provide, operate, and maintain our Services; 
• Improve, personalize, and expand our Services; 
• Understand and analyze how you use our Services; 
• Develop new products, services, features, and functionality; 
• To inform our marketing strategy, including to define customers for our products 

and services; 
• Keep our records up to date; 
• Communicate with you, either directly or through one of our partners, including for 

customer service, to provide you with updates and other information relating to the 
Service, and for marketing and promotional purposes; 

• Process your transactions; 
• Send you text messages and push notifications; 
• Find and prevent fraud; and 

For compliance purposes, including enforcing our Terms of Service, or other legal 
rights, or as may be required in (a) the event of an emergency, (b) by applicable laws 
and regulations, (c) for the protection and safety of our employees and agents, our 
customers, or any other person or (d) requested by any judicial process or 
governmental agency. 

How We Share Information  
 
We may share the information we collect in various ways, including the following: 
 
Third Party Service Providers 
 
We may share information with third-party service providers that provide services on our 
behalf, such as helping to provide our Sites and/or Services (such as website analytics, 
email delivery, marketing/advertising and legal and other professional advice), and to 
provide you with information relevant to you such as product announcements, software 
updates, special offers, or other information. We also share information with third-party 
partners in order to receive additional publicly available information about you. However, 
we do not permit third party service providers to use your personal data for any other 
purposes, and only permit them to access and process your personal data for specified 
purposes and in accordance with our instructions. 
 
Analytics 
  
We also analyze the data through the use of third-party analytics providers, such as Google 
Analytics.  Analytics providers use cookies to collect non-identifying information of users 
and visitors to our Sites. For more information on Google privacy options regarding its 
Analytics cookies, see http://www.google.com/policies/privacy/partners/.  For a current list 



 

of the entities that may process data for or on behalf of Wasabi, see 
http://www.wasabi.com/legal/sub-processors. 
 
Business Transfers  
 
Information may be disclosed and otherwise transferred to any potential acquirer, 
successor, or assignee as part of any proposed merger, acquisition, debt financing, sale of 
assets, or similar transaction, or in the event of insolvency, bankruptcy, or receivership in 
which information is transferred to one or more third parties as one of our business assets. 
 
Advertising 
 
We work with third-party advertising partners to show you ads that we think may 
interest you. These advertising partners may set and access their own cookies, pixel tags, 
and similar technologies on our Sites and/or Services, and they may otherwise collect or 
have access to information about you which they may collect over time and across 
different online services.  Some of our advertising partners are members of the Network 
Advertising Initiative or the Digital Advertising Alliance. To learn more about these 
programs, or opt-out of personalized ads, visit the Digital Advertising Alliance’s Self-
Regulatory program for Online 
Behavioral Advertising at www.aboutads.info, or the Network Advertising Initiative 
at www.networkadvertising.org. 
 
Information Received Through a Referral 
 
If you sign up for our Services through a referral, we may share information with the 
referrer to let them know that you used the referral to sign up for our Services. 
 
Aggregate information 
 
Where legally permissible, we may use and share information about users with our 
partners in aggregated or de-identified form that cannot reasonably be used to identify 
you. 
 
Under Law 
 
We may also share information to (i) satisfy any applicable law, regulation, legal process, or 
governmental request; (ii) enforce this Policy and our Terms of Service, including 
investigation of potential violations hereof; (iii) detect, prevent, or otherwise address fraud, 
security, or technical issues; (iv) respond to your requests; or (v) protect our rights, property 
or safety, our users and the public. This includes exchanging information with other 
companies and organizations for fraud protection and spam/malware prevention. 
 



 

Third Party Links  
 
You may access other third-party services through the Sites or Services, for example by 
clicking on links to those third-party services from within the Sites or Services. We are not 
responsible for the privacy policies and/or practices of these third-party services, and we 
encourage you to carefully review their privacy policies. 
 
International Transfers  
 
Wasabi has offices and provides Services both within and without the United States.  This 
means that your personal data could be transferred out of the European Economic Area 
(the "EEA"), Switzerland or the United Kingdom ("UK").  Whenever we transfer your 
personal data out of your jurisdiction, we ensure a similar degree of protection is afforded 
to it by ensuring at least one of the following safeguards is implemented: 

• when the countries receiving your personal data have been deemed to provide an 
adequate level of protection for personal data by the European Commission. 

• through the use of the standard contractual clauses adopted by the European 
Commission and/or the UK Information Commissioner's Office (collectively, the 
"Standard Contractual Clauses"), as may have been amended when necessary to 
provide you with an essentially equivalent level of protection as afforded in the EEA 
and/or UK. 

Under the Standard Contractual Clauses, you have the same rights as if your personal Data 
was not transferred outside of the EEA, UK, or Switzerland.  Please contact us 
at https://wasabi.com/legal/privacy-policy/#contract if you want further information on the 
specific mechanism used by us when transferring your personal data out of the EEA. 
 
Your Rights under the General Data Protection Regulation ("GDPR")  
 
Under certain circumstances, you have rights under data protection laws in relation to your 
personal data. We have explained your rights below; if you wish to exercise any of your 
rights, please contact us at privacy@wasabi.com. We respond to all requests we receive 
from individuals wishing to exercise their data protection rights in accordance with 
applicable data protection laws. You have the right to: 

• access, correct, update, or request deletion of your personal information (note, 
however, that we may not always be able to comply with your request of erasure for 
specific legal reasons which will be notified to you, if applicable, at the time of your 
request). 

• object to the processing of your personal information. You may ask us to restrict the 
processing of your personal information, or request portability of your personal 
information (however, in some cases, we may demonstrate that we have compelling 
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legitimate grounds to process your information which override your rights and 
freedoms). 

• request restriction of processing of your personal data. This enables you to ask us 
to suspend the processing of your personal data in the following scenarios: (a) if you 
want us to establish the data's accuracy; (b) where our use of the data is unlawful 
but you do not want us to erase it; (c) where you need us to hold the data even if we 
no longer require it as you need it to establish, exercise or defend legal claims; or (d) 
you have objected to our use of your data but we need to verify whether we have 
overriding legitimate grounds to use it. 

• request the transfer of your personal data to you or to a third party. We will provide 
to you, or a third party you have chosen, your personal data in a structured, 
commonly used, machine-readable format. Note that this right only applies to 
automated information which you initially provided consent for us to use or where 
we used the information to perform a contract with you. 

• opt-out of marketing communications we send you at any time. You can exercise 
this right by clicking on the “unsubscribe” or “opt-out” link in the marketing emails 
we send you. 

• withdraw your consent at any time for any personal data we have collected and 
processed with your consent. Withdrawing your consent will not affect the 
lawfulness of any processing we conducted prior to your withdrawal, nor will it 
affect the processing of your personal information conducted in reliance on lawful 
processing grounds other than consent. 

• complain to a data protection authority about our collection and use of your 
personal information. Contact details for data protection authorities in the EEA, the 
UK, Switzerland and certain non-European countries (including the US and Canada) 
are available here: https://ec.europa.eu/justice/article- 29/structure/data-protection-
authorities/index_en.htm. 

No Fee Usually Required 
You will not have to pay a fee to access your personal data (or to exercise any of the other r
ights). However, we may charge a reasonable fee if your request is clearly unfounded, 
repetitive or excessive. Alternatively, we may refuse to comply with your 
request in these circumstances. 
 
What We May Need From You 
We may need to request specific information from you to help us confirm your identity and 
ensure your right to access your personal data (or to exercise any of your other rights). This 
is a security measure to ensure that personal data is not disclosed to any person who has 
no right to receive it. We may also contact you to ask you for further information in relation 
to your request to speed up our response. 
 
Children's Privacy  
 



 

The Children's Online Privacy Protection Act restricts the collection and use of personal 
data pertaining to children under the age of 13.  We do not allow such children to register 
as users and will not knowingly collect or solicit personal data from anyone under the age 
of 13.  No one under the age of 13 should provide any personal data on or through the 
Sites or otherwise.  In the event we learn that we have collected personal data from a child 
under the age of 13, we will terminate any Account and all communications, and delete 
such information. If you believe that we might have any information from or about a child 
under 13, please contact us at privacy@wasabi.com.  If you are 13 or older, but have not 
reached the age of majority in your jurisdiction, you should only use this site and/or the 
Service with permission from your parent or guardian. 
 
Acceptance of and Changes to This Privacy Policy  
 
By using the Sites and Services, you consent to the collection, use and storage of your 
information by us in the mannerdescribed in this Policy. This Policy may be modified from 
time to time, so please review it frequently. Changes to this Policy will be posted on 
our websites. If we materially change the ways in which we use or share personal 
information previously collected from you through the Sites or Services, we will notify you 
through the Sites, Services, by email, or other communication. 
 
If you do not agree with this Policy, please do not use the Sites or Services. Your continued 
use of the Sites and/or Services following posting of changes to these terms will mean you 
accept those changes. 
 
California Notices  
 
Users who reside in California and have provided personal data to us have the right to 
receive: (a) information identifying any third party to whom we may have disclosed, within 
the past year, personal data pertaining to you and your family for that party’s direct 
marketing purposes; and (b) a description of the categories of personal data disclosed. To 
obtain such information, please email your request to privacy@wasabi.com. This request 
may be made no more than once per calendar year. We reserve our right not to respond to 
requests submitted other than to the address specified in this paragraph. 
 
Important Information For California Residents  
 
Scope.  This section applies only to California residents. It describes how we collect, use 
and share Personal Information of California residents when we act as a “business” as 
defined under the California Consumer Privacy Act of 2018 (“CCPA”), and their rights with 
respect to their Personal Information.  For purposes of this section, “Personal Information” 
has the meaning given in the CCPA but does not include information exempted from the 
scope of the CCPA or information we collect from you in the course of providing services to 
you or receiving services from you where you are an employee, controlling owner, director, 
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officer or contractor of a company, partnership, sole proprietorship, non-profit or 
government agency.  In some cases, we may provide a different privacy notice to certain 
categories of California residents, such as job applicants, in which case that notice will 
apply instead of this section.  

Your California Privacy Rights 

As a California resident, you have the rights listed below. However, these rights are not 
absolute, and in certain cases we may decline your request as permitted by law. 

Information 

You can request the following information about how we have collected and used your 
Personal Information during the past 12 months: 

• The categories of Personal Information that we have collected 
• The categories of sources from which we collected Personal Information. 
• The business or commercial purpose for collecting and/or selling Personal 

Information. 
• The categories of third parties with whom we share Personal Information. 
• Whether we have disclosed your Personal Information for a business purpose, and 

if so, the categories of Personal Information disclosed to each category of third 
party recipient. 

• Whether we’ve sold your Personal Information, and if so, the categories of Personal 
Information received by each category of third party recipient.   

Access 

You can request a copy of the Personal Information that we have collected about you 
during the past 12 months. 

Deletion 

You can ask us to delete the Personal Information that we have collected from you. 

Opt-out of Sales 

If we sell your Personal Information, you can opt-out.  In addition, if you direct us not to sell 
your Personal Information, we will consider it a request pursuant to California’s “Shine the 
Light” law to stop sharing your personal information covered by that law with third parties 
for their direct marketing purposes.  

Opt-in  



 

If we know that you are younger than 16 years old, we will ask for your permission (or if 
you are younger than 13 years old, your parent’s or guardian’s permission) to sell your 
Personal Information before we do so. 

Nondiscrimination  

You are entitled to exercise the rights described above free from discrimination in the form 
of legally prohibited increases in the price or decreases in the quality of our Service.    

How To Exercise Your Rights.  You may exercise your California privacy rights described 
above as follows: 

Right to Information, Access and Deletion  

You may exercise your right to information, access or deletion by contacting us 
at privacy@wasabi.com. 

Right to Opt-out of the “sale” of Your Personal Information 

Like many companies, we use services that help deliver interest-based ads to you.  Our use 
of some of these services may be classified under California law as a “sale” of your Personal 
Information to the companies that provide the services because they collect information 
from our users (e.g., device data and online activity data) to help them serve ads more 
likely to interest you.   You can request to opt-out out of this “sale” of your personal 
information here:    http://www.wasabi.com/privacy-policy/#changeConsent. 

We reserve the right to confirm your California residency to process your requests and will 
need to confirm your identity to process your requests to exercise these 
rights.  Government identification may be required.  You may designate an authorized 
agent to make a request on your behalf. In order to designate an authorized agent to make 
a request on your behalf, you must provide a valid power of attorney, the requester’s valid 
government-issued identification, and the authorized agent’s valid government issued 
identification.   We cannot process your request if you do not provide us with sufficient 
detail to allow us to understand and respond to it. 
 
Personal Information That We Collect, Use and Disclose  
The categories and sources of Personal Information we collect, the business/commercial 
purposes for which we use these categories of Personal Information, and the categories of 
third parties to which we disclose these categories of Personal Information for business 
purposes are set forth above.  
 
Contact Information  



 

If you have any questions or concerns about this Privacy Policy, please feel free to email us 
at privacy@wasabi.com, or contact any of the following: 
 

To Contact Wasabi 
Wasabi Technologies LLC 

75 Arlington St. 
Suite 810 

Boston, MA 02116 
 

To Contact Our United Kingdom Representative 
Bird & Bird GDPR Representative Services UK 

12, New fetter Lane 
London, EC4A 1JP 
United Kingdom 

UKrepresentative.Wasabi@twobirds.com 
  

To Contact Our European Union Representative 
Bird & Bird GDPR Representative Services SRL 

Avenue Louise 235 
1050 Bruxelles 

Belgium 
EUrepresentative.Wasabi@twobirds.com 

  
To Contact Our Data Protection Officer 

Rebel Legal, Attn: Kate Bryan 
Stoke Leigh Lodge, Leigh Woods 

Bristol, BS8 3QB 
United Kingdom 

Kate.bryan@rebel-legal.com  
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