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Cisco Umbrella and Cisco Meraki 
Simple and effective protection for your network.
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Reliable network 
coverage 
and security 
protection, fast.  
It’s the fastest and easiest way 
to secure your Meraki network 
against internet threats.

Combine with 100% business 
uptime from Umbrella, for 
reliable protection you can 
count on.

Easiest solution to deploy and manage
This integration brings together two cloud-managed solutions to simplify 
deployments and provide effective and immediate protection for users. 
Umbrella deploys in minutes across your network to deliver the best 
protection against threats like malware, ransomware, and C2 callbacks.

Meraki MR and Umbrella - Secure and manage Wi-Fi from  
a single dashboard
For additional control and convenience at the wireless layer, you can 
choose to apply Umbrella policies directly in the Meraki dashboard. This 
makes it easier to manage your global wireless infrastructure and report 
on user traffic. Plus, you’ll simplify the onboarding and policy configuration 
process with the convenience of centralized cloud management. 

Meraki MX and Umbrella - Broadest network protection  
against threats 
The Umbrella and Meraki MX integration provides expanded visibility for 
broader protection against threats on and off-network. Because Umbrella 
stops threats earlier, security teams have fewer alerts to investigate — 
saving you time and money. By combining IPS and AMP events from 
Meraki MX with Umbrella’s DNS-layer security, you can quickly identify 
exposure and prioritize remediation efforts in real-time, separating 
security events from non-security events. Together, Umbrella and Meraki 
deliver the most comprehensive coverage across your entire deployment 
— whether that’s for your Software Defined WAN, wired and wireless 
networks, or roaming devices.

What if you could protect every user on your Cisco Meraki network effortlessly? That’s the power of integrating Cisco 
Meraki and Cisco Umbrella. You can instantly secure every user, app, and device on and off your Meraki network, 
with no added latency or additional appliances required. 
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Take a test drive 
To try Meraki: View an instant 
demo, request free-trial gear, or 
get a free trial access point, just 
by attending a webinar. Visit this 
page to get started. 

To try Umbrella: visit signup.
umbrella.com and request a  
free 14 day trial. 

4 ways to simplify your network security:

Combine network and security data for insights that not only help 
you optimize your network’s performance, but also secure it.  

Deploy easily to thousands of devices and deliver instant 
protection across your entire network.

Manage centrally for better visibility and control of devices.  
You can either use pre-set policies for out of the box integration, 
or use an API key to link accounts, create policies in Umbrella, 
and easily assign them in the Meraki dashboard with SSID or 
Group policies.

As part of your SD-WAN strategy, secure your direct internet 
access across distributed locations without having to backhaul 
traffic to apply policies. You’ll get broad protection against  
threats for roaming users, branch locations, and more.

Learn more
To get additional information about Meraki, Umbrella, and the MR integration visit: www.umbrella.cisco.com/
use-cases/meraki/

	

Meraki MR

The world’s first enterprise-grade 
line of 100% cloud-managed 

wireless access points. 

Meraki MX

An enterprise security & SD-WAN 
appliance 100% cloud-managed for 

distributed deployments.  

Cisco Umbrella

A secure internet gateway that 
provides the first line of defense 
against threats on the internet.  

•	 Manage your IT infrastructure 
from a centralized dashboard

•	 Provides visibility into application, 
device, and usage statistics

•	 No controller hardware to install 
or maintain

•	 Provide visibility into networked 
clients, bandwidth consumption 
and usage stats

•	 Built-in IPS, Malware Protection, 
and URL Content Filtering

•	 Simplest VPN and SD-WAN 
solution on the market

•	 Protection against threats like 
malware, ransomware, & C2 
callbacks with no added latency 

•	 Visibility into internet activity 
across all locations and users. 

•	 No hardware to install or software 
to manually update.
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